The Clinical and Research Information System for Psychiatry (CRISP) is a general mental health information system for clinical, research, and administrative functions. From a software perspective, CRISP is designed to solve three problems: First, by attaching procedures to databases, it is designed to permit dynamic addition of new database formats and organizations without the need to restructure existing information. Second, CRISP uses a message-passing architecture with security checks on each message so that each user can be given a different set of access rights on each individual patient. Finally, the process attachment combined with message architecture makes it easier to distribute CRISP across a network. The network can, in turn, be used to provide smooth storage migration across different secondary storage devices.
INTRODUCTION
The Clinical and Research Information System for Psychiatry is intended to be a general mental health information system 1 for use in inpatient, outpatient, and community mental health settings. It will incorporate a variety of clinical, evaluation and assessment, and administrative functions, including basic demographic and admissions data, mental status, progress notes, treatment plans, direct patient services, and billing. From a computing perspective, the system is intended to be a paperless medical record in which interactive access to the computer system replaces paper charts. This paper describes the software design intended to support construction of the system.
Software Design Criteria
The software design for this system is intended to meet five major design criteria:
1. The database should permit equally easy access to all the information on a given patient or to any particular type of information across all patients. 2. The database should efficiently accommodate the frequent, continuous addition of new types of information Information without modification to existing programs or existing files. 3. The database should support the design of a security system that could be used to restrict access to selected groups of patients and to selected information about each patient. 4. The database should assume the existence of a hierarchy of storage devices with widely varying access times and should provide for graceful migration of the least recently used data to media with longer access times. 5. The database should be distributable across a network of processors in such a way as to minimize communications traffic and to maximize reliability.
Elaboration

1.
One of the fundamental assumptions behind the design of the entire information system is that there will be no inherent distinction between clinical and research data and that the same information that is used by a clinician to make decisions about treating a patient will also be used for research. There will, however, be some differences in the use of this information. From the clinician's viewpoint, the stress will be on the individual patient. Since the problems, history, and treatment course of patients in the database will be extremely varied, it will be the case that only the barest minimum of kinds of information-perhaps only name and birthdate-can be expected to be uniformly present for all patients. In using the database, therefore, the clinician's first task will be to find out what kinds of data are available on the particular patient and then to retrieve the particular data relevant to a clinical decision.
From the researcher's viewpoint, the stress will be on groups of patients on whom a common body of measurements is available. In using the database a frequent task will be to locate all patients who meet certain criteria. These criteria may be stated in terms of some particular measurement or classification, as in "retrieve the records of all schizophrenics" or in terms of the information available on them, as in "retrieve all patients on whom a SADS score is available." The database should accomodate this type of retrieval as well as the kind needed by the clinician.
2. An implicit assumption in most database designs is that National Computer Conference, 1981 the number of different kinds of data schemas (or record formats) will be relatively small and static, with additions being made to the schemas only at the time of systems maintenance and reorganization. This assumption is unduly restrictive in a patient record system. Clinical recording devices continuously evolve over time; therefore information recording and retrieval requirements are constantly changing. Researchers will frequently want to be able to add new measurement devices in response to new research objectives. A goal in the design of the database will be to permit the continuous addition of new kinds of information with their associated schemas, without the need for recompilation or reorganization of the entire database. (A likely consequence of this property is that very few items will be common to all patients. If there are 10 versions of the initial admissions data, but the data collection is done only once per patient, then only 10% of the patients can be expected to have a database entry for a particular version of the intake data.) 3. There are many situations in which a user's access should be restricted to selected information about a patient. Further, the restrictions may vary from patient to patient. The database system should contain tools for implementing such a security system. 4. Judging from the size of current paper medical record systems, it seems that the data on even a small number of patients may consume large quantities of storage. Consequently, the system must provide for migration of information onto offline storage. This is done conventionally by marking patients as inactive and moving all the data on them to secondary storage. If patients are hospitalized or treated for extensive periods of time, however, a great deal of rarely needed data will accumulate on them. Thus, it may happen that data that are currently still being used for research are moved to archival storage because the patient is not currently being treated while valuable space is wasted on unused data on current patients. To avoid this problem, the system should be designed so that just the least used portions of a record can be moved to archival storage. Additionally, as is desirable in an archiving system, when data are moved offline, pointers to them should be left in the online storage.
5. As processors and storage become cheaper, multipleprocessor installations are inevitable. Both for reliability and to reduce communications costs, the database should be distributable among processors. The design ought to assume a reasonable degree of repeated locality of access: if a datum has been accessed by one processor, there is an increased likelihood that the processor will access it again.
DESIGN OVERVIEW
To meet these criteria, the design for the CRISP system is based on a collection of asynchronous processes that communicate by means of messages. Data structures and databases are attached to particular processes and are only accessed via messages to them. An example will illustrate: The system maintains a master index of all patients that includes fundamental demographic information such as address. The process that controls this information is called the master patient index guardian. To retrieve information or update it, the user runs an entry or display program at his terminal. This program does not read or write the master patient index directly; instead, for each access or update, the entry program sends a message containing the relevant information to the master patient index guardian. The guardian then accesses the file to retrieve the necessary information to perform the requested operation.
Processes fall into one of three classes:
1. Access control processes. These processes are responsible for controlling user access to various portions of the database. Their data structures contain access rights and pointers to the locations of information.
Terminal Interaction Processes. These processes handle
terminal interaction with users of the system. They are responsible for formatting and displaying information for the user and for reading user commands and input. They do not directly access any of the databases except via messages to other processes. 3. Database readlwrite processes. These processes handle the actual storage and retrieval of data for users when authorized to do so by the access control processes. They send data to users or retrieve it from them by messages to the terminal interaction processes.
Access Control Process
The system has three basic access control processes. The master patient index guardian is responsible for the fundamental identification of the patient on whom information is being requested; it makes use of a data structure that contains basic identifying information, such as name and birthdate. The document header guardian is responsible for determining what kinds of additional information are available on that patient and for starting the appropriate process to read or write that information. The user security checker is responsible for determining whether users have the right to perform a particular operation; it is used by both the master patient index guardian and the document header guardian.
Terminal Interaction Processes (TIPS)
In every user interaction with CRISP, communication to and from a user's terminal is performed by terminal interaction processes. None of these processes accesses files directly; instead, all their accesses are made via the access control processes and the reader/writer processes. Depending on requirements, terminal interaction processes may access multiple types of information from multiple data bases.
In order to permit users to write or modify their own terminal interaction processes without potentially compromising system security, it is assumed that no security checking is done in the terminal interaction processes themselves and that all security checking is done by the access control processes. Since a terminal interaction process may accidentally or intentionally alter patient or user identification between messages, every message received from a terminal interaction process must be verified, even if the data contained in it were previously sent to the terminal interaction process by another process.
Since different documents may be stored by using different database systems, and since Terminal Interaction Processes are not permitted to access documents directly, a set of processes are needed to actually perform the database accesses. In CRISP, reader/writer processes perform this function. In order to provide security, however, these processes are not started by the terminal interaction processes directly. Instead, they are spawned by the document header guardian in response to user requests to access a particular database for a particular type-of information. They then communicate via messages with the user program to perform4he^ieeded accesses or updates.
There may be multiple reader/writer processes for any particular database if the database must be accessed in different formats or via different access strategies. In particular, different databases may be constructed using different database management systems; thus, it is possible to use CRISP with systems such as AMBASE, TOTAL, or ADABAS. Additionally, the same terminal interaction process may communicate with multiple reader/writer processes. Tables available to the document header guardian are used to decide which process to start in order to satisfy a particular request.
RELATIONSHIP BETWEEN THE DESIGN AND THE CRITERIA
The structure that has been described here effectively packages together data bases with processes that access them. This has two consequences that are useful in meeting the design criteria. First, since the linkage between patients and databases is itself a database, it permits researchers to easily select patients with entries in particular databases without the need to actually access the databases themselves. Second, by establishing new reader/writer processes every time a new type of information needs to be stored, existing databases do not have to be modified by the addition of new fields or linkages.
In this structure, before a terminal interaction program can begin communicating with a reader/writer process, it must first communicate with the master patient index guardian and the document header guardian to locate the needed information. These access control processes can, therefore, check each interaction both as to the patient and as to the type of information being accessed.
This design is also useful in providing for appropriate storage migration. Jndividual documents can be migrated without the need to move other data relating to a patient; and, since the patient-database linkage occupies only a small amount of storage, the linkage can be left in place to indicate the existence of the information. When an attemptismade^oread or write the documeat-,-the document header guardian indicates to the reader/writer process the information's location in offline storage. Depending on the user's desires, the request may be canceled or provision can be made for retrieval of the document.
A final useful property of the design is that the decomposition into processes provides a useful tool for distributing the system across a network of processors, with different processes located on different processors. To minimize network traffic, one might, for example, locate databases on the processors with terminals most likely to use them. If one of these processors went down, only thardatabase would be unavailable to users of other processors.
